By Elizabeth Dietzmann, JD

Practicing Safe Cybersecurity, or,
How to Become a Human Firewall

W

hat do “Wash Your Hands”,
“Smokey the Bear” and
“Loose Lips Sink Ships” all
have in common? They are all highly
successful campaigns that were
designed to change our behavior and
help us work together as a group in
order to stop an invisible threat. And
the same idea – the idea that each of us
is responsible for helping to create
cyber security at work – will create a
human firewall that can do as much as
technology to protect us from hacking.
It would be impossible to be alive in
today’s virtual world and not be aware
of the furor over cybersecurity. We are
constantly bombarded with warnings
about all the bad things that hackers
can do to us. But few of us are IT
experts and even fewer of us
understand that there is not a one-sizefits-all approach to cybersecurity.
Think of cybersecurity like the flu shot.
Even if a small utility system has a
dedicated IT person (that is a nice
fantasy), the best he/she can do is put
some firewalls, email filters or

antivirus software in place that MIGHT
prevent SOME viruses or malware
from getting into the computers. That’s
basically a flu shot, right? Every year
viruses mutate and so the Centers for
Disease Control create a flu vaccine
that they hope will prevent the most
common viruses. But that shot is never
100 percent effective. The flu viruses
are always out there, constantly
changing. Just like computer viruses
created by hackers. But wait!. What is
the number one thing that EVERY
doctor tells us will stop the spread of
the flu? That’s right - washing your
hands. Because WE can play a huge
part in stopping the spread of viruses,
even if the vaccine can’t completely
prevent them.
Or think about it this way.
Remember the huge spy propaganda
campaign during WWII? There were
spy rings everywhere and the
government was actively tracking
them. But what was the “social media”
campaign of the time? “Loose Lips
Sink Ships”. Individuals were

GWA

encouraged to take responsibility for
their own actions and to report
suspicious behavior. Because
mentioning that you worked at a
munitions plant to a guy at a bar who
might be a German sympathizer was

Well guess what? Only
YOU can prevent phishing
attacks. And you don’t
need to be an IT expert to
do this.
far more likely to happen then having
an actual spy ring target you. So having
individuals be cautious was far more
effective than capturing huge spy rings.
And remember Smokey the Bear? Only
YOU can prevent forest fires! Well
guess what? Only YOU can prevent
phishing attacks. And you don’t need to
be an IT expert to do this.
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A quick recap of two cyber terms:
malware/ransomware and phishing.
Malware is software that is intended to
damage, control or disable computers and
computer systems and ransomware is a
type of malware that threatens to publish
your confidential data or perpetually block
access to it unless a ransom is paid. This
could mean that your customer database
becomes available to hackers or your
system financial information is exposed.
Phishing is the primary way that malware
gets introduced into your computer.
Phishing is basically a fake email that
tricks you into clicking on an email
attachment or a link that allows the
malware to infect your system. The
Verizon DBIR (Date Breach Investigations
Report) tracks all this and is published
annually. And once again, the most recent
data shows that 90 percent of successful
phishing attacks bypassed the company’s
antivirus and email filters and 84 percent
bypassed the company’s firewalls. Here's a
link to the information: www.verizon
enterprise.com/verizon-insights-lab/dbir/
This clearly shows that cybersecurity is
a people problem, not a technology
problem. So let’s get your small utility
system employees to become human
firewalls and stop clicking on phishing
emails. The main obstacle here is a
cultural shift. Employees need to start
thinking about avoiding phishing scams
just like they would think about fire
protection or a backed-up toilet. If a wall
socket shorted or sparked when we
plugged in a space heater, we would report
it and avoid using it. We all share a
common goal of preventing a workplace
fire. If a backed up toilet threatened to
overflow in the employee restroom, we
would call a plumber, because we all want
to avoid a sewage–filled office. It can all
become second nature if we practice an
office culture of cyber security. If
employees are the weakest link in our
cyber defenses, we can learn from these
historic social campaigns and turn them
into our first line of defense!
Do you still doubt that you would be the
target of a cyber attack? Do you scoff at
the idea that your small utility could be a
target? Well, would you take the FBI’s
word for it? They have a partnership with

Does you city or water district really
need a Facebook page?

In the past I have recommended that small utility systems have a Facebook
page. And if Facebook had done a better job of protecting its users, I would
still recommend it. But after the debacle with Cambridge Analytica and the
personal data that was gathered from 87-plus million unwitting users, does
your city or water district really need a FB page? Maybe going back to a
system web page is better, with
the ability for customers to enter
But after the debacle with
a cell number for text alerts in
the event of emergencies. The
Cambridge Analytica and the
real problem with Cambridge
personal data that was
Analytica? This is the piece that
gathered from 87-plus
has been overlooked. The
problem was that people took a
million unwitting users, does
fun personality quiz! That simple
your city or water district
act is what gave CA access to so
much of their personal
really need a FB page?
information. And as a practical
matter, it is too tempting to have
an employee updating the utility’s FB page without assuming that they will
just pop over to check their own page. Then see an ad or take a quiz or go
down that rabbit hole of clicking on tempting links.
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Simple steps to improve cybersecurity
1. Just like every new employee has to go through some sort of
orientation when. starting a new job, cities and water district
employees need cyber-orientation. There are many websites that
oﬀer free resources for phishing awareness. Google a few and take
advantage of them. I like these: The Amazing) Security Awareness
Playbook or The Phishing Field Guide: How to Keep Your Users Oﬀ
the Hook ). But you also need to remind existing employees, the
same way you remind them of worker’s comp issues. There are
even free signs that can be posted. Or you can have a contest to
make your own. Practice Safe Cyber. Think Before You Click.
Hackers Want YOU. Have You Logged Out Today? But you have to
educate employees about what phishing is. The majority of today’s
phishing emails are much more subtle than a badly written
message from a fake Nigerian prince. Hackers now do their
homework, utilizing information they ﬁnd on company websites
and employees’ social networks to create highly believable,
customized attacks.
2. Cities and water district should also have some basic oﬃce
protocols in place. Make it an employee policy, e.g, that employees
do not use work computers to check Facebook at the oﬃce. Period.
Employees do not use work computers to check personal email at
the oﬃce. Period. These two simple steps can go a long way to
preventing infection through phishing attacks. Remember. The
phishing attack introduces the malware or virus into the computer
being used. It doesn’t care if that computer is a personal or work
computer. Employees should not be surﬁng the Internet at work
either. That is a tough one, because most small utility systems need
to have employee Internet access for daily tasks like web-based
billing systems or online banking.
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3. Have a process and even reward employees who report
suspicious emails. It isn’t enough to just delete them. (Of course,
you should deﬁnitely have a simple procedure in place in case for
phishing attacks: Don’t click on any links or forward the email to a
co-worker. Forward the entire email to IT, then delete it.) But
human beings respond well to positive reinforcement. So have a
shout out for the employee who ﬁnds the most phishing emails.
Enter them in a monthly drawing for a prize. The goal is to keep
folks motivated. You can also use some accountability techniques.
If your IT department traces a phishing attack to a click by an
employee, then require some on the spot training or an online
class or a verbal warning. Let them know that someone is tracking
their behavior. If you had an employee who left their keys in the
door or left the utility truck unlocked, you would say something.
Cybersecurity is no diﬀerent.
4. Do some testing. We test water samples. We test sewer lines.
Do some cyber testing. KnowBe4 is a website created by world
famous hacker Kevin Mitnik, with some free testing tools that you
can use. Gophish is another one. You can create your own
simulated phishing campaigns and see who bites! One small
company did something as simple as have a third party send a
mass email out to all employees with a link that said “FREE
SUPERBOWL TICKETS. to the ﬁrst 10 employees who click here.”
After clicking, they were told to come to the lunch room at noon to
pick up their tickets. When far more than 10 employees arrived,
they were given a surprise pizza party and told that they had been
pranked and were now eligible for some special cyber training
session. BUT, the underlying message was that is this had been a
real phishing scam, the company could have been held up by
ransom ware.

InfraGard, a nonprofit organization.
They started with chapters across the
U.S., whose goal is to promote mutual
cybersecurity learning opportunities
relevant to protection of critical
infrastructure. In fact, the FBI has
designated water/wastewater as one of
16 critical infrastructure sectors.
According to the InfraGard website,
there are approximately 153,000 public
drinking water systems and more than
16,000 publicly owned wastewater
treatment systems in the United States.
More than 80 percent of the U.S.
population receives their potable water
from these drinking water systems, and
about 75 percent of the U.S. population
has its sanitary sewerage treated by
these wastewater systems. The Water

and Wastewater Systems Sector is
vulnerable to a variety of attacks,
including contamination with deadly
agents; physical attacks, such as the
release of toxic gaseous chemicals; and
cyberattacks. The result of any variety
of attack could be large numbers of
illnesses or casualties and/or a denial of
service that would also impact public
health and economic vitality. Critical
services, such as firefighting and
healthcare (hospitals), and other
dependent and interdependent sectors,
such as Energy, Food and Agriculture,
and Transportation Systems, would
suffer negative impacts from a denial
of service in the Water and Wastewater
Systems Sector.
InfraGard has 82 chapters with more
than 46,000 members nationwide
helping to protect and defend critical
infrastructures. At the chapter level,
members meet to discuss threats and
other matters that impact their
companies. The meetings – led by a
local governing board and an FBI agent
who serves as InfraGard coordinator –
give everyone an opportunity to share

Join Infragard, use the
free resources that are
out there and start
changing your cyber
culture to THINK BEFORE
YOU CLICK.

experiences and best practices. There
are chapters in Nebraska. Oklahoma
and Kansas. Membership is free and
the online resources are incredibly
useful. https://www.infragard.org
/application/general/newapplication
Join Infragard, use the free resources
that are out there and start changing
your cyber culture to THINK BEFORE
YOU CLICK.
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attorney who has worked
with rural and municipal
utility boards across the
country as general
and special counsel on
various issues.
She can be reached at
edietzmann@gmail.com

THE KANSAS LIFELINE

July 2018

29

